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*************** START OF FIRST CHANGE
[bookmark: _Toc19696865]4.2.2.1.4 	RRC integrity check failure
Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.5.1 
Requirement Description: "The RRC integrity checks shall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side." as specified in TS 33.501 [2], clause 6.5.1.
Threat References: TR 33.926 [4], clause D.2.2.12, Control plane data integrity protection
Security Objective References: TBA
Test Case: 
Purpose:
Verify that RRC integrity check failure is handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be simulated. RRC integrity protection is activated at the gNB.
Execution Steps
1a)	The UE sends a RRC message to the gNB without MAC-I; or
1b)	The UE sends a RRC message to the gNB with a wrong MAC-I.
2b)	The gNB verifies the integrity of the RRC message from the UE.
Expected Results:
The RRC message is discarded by the gNB after step 1a) or after step 2b).
***************** END OF FIRST CHANGE


*************** START OF SECOND CHANGE
[bookmark: _Toc19696873]4.2.2.1.12	AS integrity algorithms selection 
Requirement Name: AS algorithms selection
Requirement Reference: TS 33.501 [2], clause 6.7.3.0 and clause 5.11.2 
Requirement Description:"The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.501 [2], clause 5.11.2".
"Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.501 [2], clause 6.7.3.0.
Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use
Security Objective References: TBA
Test Case: the test case in subclause 4.2.2.1.5 of TS 33.216 [4] 

***************** END OF SECOND CHANGE
